MNOCTAHOBJIEHHUE

or 11.06.2009 Ne 26

p.LIlymkuno

00 yrBep:xaenun Ilos1oxxenust 00 odecnedyeHUN 0€30NMACHOCTH NMEPCOHATBHBIX
JAHHBIX MPH UX 00padoTKe B HHGPOPMALIMOHHBIX CHCTEMAX MEPCOHAJIBLHBIX
AAHHBIX B aAMUHUCTpanuu [IyIIKMHCKOro MYHUIMNIAJIBLHOTO 00Pa30BaHUA

B nensax obecrnieueHus 06€30MacHOCTU MEPCOHANBHBIX AAaHHBIX MPU UX 00pabOTKE B
MH(GOPMAIIMOHHBIX CUCTEMaxX MEePCOHAIBHBIX AaHHBIX B aAMHUHHCTpauuu [lymkuHCKOTrO
MYHUIIMIAIIBHOTO 00pa3oBaHusi, pyKOBOACTBYysch IlocTanoBnenuem IlpaButenbcTBa
Poccuiickoit ®enepanuu ot 17 Hos6ps 2007 roga Ne781 «O6 yrBepxknenun [lonoxenus
00 oOecrnieueHnrn 0O€30MAaCHOCTH MEPCOHANBHBIX JAaHHBIX NpH HUX 00paboTke B
MH(GOPMAIIMOHHBIX CUCTEMAX NMEPCOHAIBHBIX AaHHBIX», [Ipukazom denepanbHON CITyKObI
0 TEXHUYECKOMY M OJKCHOpPTHOMY KoHTpoito, ®OCb P® wu Munucrepcrsa
MH(GOPMAIIMOHHBIX TeXHOJOTUN U cBsi3u PD ot 13 depans 2008 roma Ne55/86/20 «O6
yrBepkaeHun Ilopsnka mnpoBeaeHus KiaccupuUKaUK HUHPOPMALMOHHBIX CHUCTEM
NEPCOHATBHBIX JaHHBIX», Ha OCHOBaHMM YcraBa [lyIIKMHCKOrO  MYHHUIIMIAIBHOTO
oOpa3zoBaHus:

1.VtBepauts Ilonoxenue o6 obecrneueHUn O€30MIACHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux o00paboTke B HH(POPMALMOHHBIX CHCTEMAax IE€PCOHANBHBIX JIAHHBIX B
aJIMMHUCTpPALIUN [IymKkHHCKOrO ~ MYHHUIMIAJIBHOTO  OOpa30BaHUsA COTJIACHO
HPUIIOKEHUIO.

2.KOHTpOJIb 32 NCIIOJTHEHUEM HACTOSIIIETO PaCOPSLKEHUSI OCTABIISAIO 3a COOOM.

3.PacniopsikeHue BcTynaet B CHILY CO JTHSI €T0 MOINCAHUS.

I'naBa agmunncTpanuu IymkuHcKkoro
MYHHUIIUNIAJILHOTO 00pa30BaHusl J.A.3aBepTsieB

®unurmosa H.I1.
6-22-10



[IpunosxeHue K NOCTaHOBIECHUIO aIMUHUCTpALUU
[TymKMHCKOTO MyHUITUIIATIBHOTO 00pa30BaHMs
or 17.06.2009 Ne

MHOJIOKKEHUE
00 odecrieueHN U 0€30MACHOCTH NMEPCOHAIBHBIX JAHHBIX
NpHu ux 00padoTke B UHGOPMAIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX B
agMunucTpauuu [lymkuHcKoro MyHUIMNAJILHOT0 00pa30BaHUA

1Hacrosimee [Tonoxxenune ycraHaBiauBaeT TpeOOBaHUS K 00€CTICUCHHUIO OE30MacCHOCTH
NEePCOHANBHBIX JTAHHBIX MPU UX 00pabOTKE B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JTAHHBIX, MPEJICTABIISIIONINX CO00 COBOKYITHOCTU MEPCOHABHBIX JAHHBIX, COACPKAIIUXCS
B 0a3ax JaHHBIX, a Takke HWH()OPMAIMOHHBIX TEXHOJIOTUH MU TEXHHUYECKUX CPEJICTB
MO3BOJISIIOIIMX ~ OCYIIECTBISATH  00paOOTKY  TakuX  MEPCOHAIBHBIX  JAHHBIX  C
UCIIOJIb30BAaHUEM CPEJICTB aBTOMATH3aINH (J1asiee -uHGOPMAIMOHHBIE CUCTEMBI ).

[Tonq TexHWYECKMMHU CpEJCTBAMHU, TO3BOJISIOMIMMHE OCYIIECTBISATH 00paboOTKy
NEePCOHANBHBIX  JIAHHBIX, TOHUMAKOTCS  CPEJACTBA  BBIUMCIMTECIBHOM  TEXHHKH,
WH()OPMAIIMOHHO - BBIYUCIUTEIbHBIE KOMIIJIEKCHI U CETH, CPEJICTBA U CUCTEMBI Mepe/iayu,
npueMa MW O0OpabOTKH TMEPCOHABHBIX JaHHBIX (CPEJACTBA M CHUCTEMBI 3BYKO3AIlHCH,
3BYKOYCHWJICHUS, 3BYKOBOCIIPOM3BEICHUS, MIEPETOBOPHBIE W TEJICBU3MOHHBIE YCTPONCTBA,
CpEelICTBa MU3TOTOBJICHUS, TUPAXKUPOBAHUS JIOKYMEHTOB U APYTHe TEXHUYECKHE CPEACTBa
00paboTku peueBoM, Tpaduueckod, BHACO- U OyKBEHHO-IUGPOBON HHPOPMAIIUN),
IporpaMMHbIE CpeACTBa (ONeparMOHHbIE CUCTEMbI, CUCTEMBI YIIPaBICHUS 0a3aMu TaHHBIX
U T J1.), CpPEJICTBA 3alIUThl UH(POPMAIIUU, TPUMEHSIEMbIE B UH(OPMAIIMOHHBIX CUCTEMAX,

2. be3omacHocTh MEPCOHATBHBIX JTAHHBIX JTOCTUTAETCs nyTeM
UCKIIIOYEHUN HECAHKIIMOHUPOBAHHOTO, B TOM  YHCIE  CIy4allHOrO, JOCTyNa K
NEPCOHATBHBIM JITAHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHUUTOKCHHE, N3MEHECHHE,
0JIOKUpOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHATBHBIX JAaHHBIX, a TAKXKE MHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUM.

be3onacHOCTh TepCcOHAIBHBIX JAaHHBIX NMPUH HUX 00paboTke B HMHGPOPMAITMOHHBIX
cucTeMax o0O0ecneYrMBaeTCsl C MOMOILIBIO CHUCTEMbl 3alMThl MEPCOHATBHBIX JaHHBIX)
BKJIFOYAIOIIECH OpPraHW3allMOHHBIE MEPBl U CPEJCTBA 3alIUTHl WH(POpMAIUU (B TOM UYHCIIE
mudpoBanbHble  (Kpuntorpadguueckue) — CpeAcTBa,  CPEACTBA  MPEAOTBpAIEHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYMA, YTEUYKH HWHOOPMAIMU IO TEXHUYECKUM KaHalam,
MPOrPaMMHO-TEXHUYECKUX  BO3JIEUCTBHM HAa TEXHUYECKHME CpEJCTBA  00pabOTKU
MEPCOHANBHBIX JIAHHBIX), a TaKKe UCIOJIb3yeMble B HH(POPMAIMOHHON CHUCTEME
WH()OPMAITMOHHBIE TEXHOJOTHH. TEXHUYECKHEe U TMPOTPaMMHBIE CpPENICTBA JTOJIKHBI
YAOBJIETBOPSITh, YCTAaHABIMBAEMbIM B COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickoi
®denepanuu TpeOOBaHUIM, OOCCIICYHBAIONTAM 3aIUTY HHPOPMAIIHH.

Jns obecrieyeHns O€30MACHOCTH TMEPCOHANBHBIX JaHHBIX TPH HX 00pabOTKEe B
WHOOPMAITMOHHBIX CHCTEeMaxX OCYIIECTBISIETCS 3aluTa pedeBod HWHopManuu u
uHpopManu, oOpabaThiBAaEMON TEXHUYECKHUMHU CpPEICTBAMHU, a Takke HWH(opmanuu,
MPEACTAaBICHHON B BUJE MH()OPMATUBHBIX AIEKTPUUECKUX CUTHATIOB, (U3UUYECKUX MOJIEH,
HOCHBIIIEH Ha OyMa)KHOM, MAarHUTHOM, MAarHUTOONITUYECKOM ¥ MHON OCHOBE.

3.Metoapl U cnocoObl 3amuThl MHGOpPMAUMKW B HWH(POPMALMOHHBIX CHCTEMax



ycTaHaBiuBatoTCss DeepanbHoil CiIyK00H MO TEXHUUYECKOMY U SKCTIOPTHOMY KOHTPOJIIO U
®enepanbHOil  ciyk00i Oe3onmacHocT Poccuiickoit ®enepanuu B mpeAenax Ux
TIOJIHOMOYHH.

JIOCTaTOYHOCTh MPHUHATBIX MEp MO 00ECHedYeHHIO O€30MaCHOCTU MEPCOHAIBHBIX
JAHHBIX TIPU UX 00paboTKe B MH(GOPMAIIMOHHBIX CUCTEMaX OIICHUBAETCS MPU MPOBEICHUU
roCy/IapCTBEHHOTI'O KOHTPOJIS U HaJ130pa.

4.Pabotel 1o oOecrneyeHuto Oe30MaCHOCTH MEPCOHANBHBIX JAaHHBIX TMPU HUX
00paboTke B MH(POPMAIMOHHBIX CHUCTEMAaX SBIISIOTCS HEOTHEMJIEMOW 4YacThi0 paboT IO
CO3/IJaHUI0 UH()OPMAIIMOHHBIX CUCTEM.

S. CpenctBa 3amuThl MHGOPMALMM, MPUMEHSEMble B HH(POPMALIMOHHBIX
CHUCTEMaX, JIOJDKHbI B YCTAHOBJICHHOM  TIOPSJIKE TMPOXOAUTH MPOLENYPY OILCHKH
COOTBETCTBHSI.

6. AIMUHUCTpAIUsl TIOCEICHUS KJaccupuuupyeT HHOOPMAIIMOHHBIE CUCTEMBI
NEPCOHATBHBIX JIAHHBIX, a TaKXKe ONpeleNseT LeIu U coAepKaHue o0padoTKu
NEePCOHANBHBIX JIAHHBIX, B 3AaBUCUMOCTH OT 00beMa 00padaThIBA€MbIX UMH TIEPCOHATBHBIX
JAHHBIX U YIpo3 OE€30MaCHOCTU JKM3HEHHO Ba)KHBIX MHTEPECOB JIMYHOCTH, OOIEeCTBA U
rocy/1apcTBa.

[Topsimox mpoBeneHus: kinaccupuUKanuu WH(OOPMAIIMOHHBIX CHCTEM OIpeesicH
[Tpukazom ot 13 depans 2008 roga Ne55/8620 «O06 yrBepxkaenuu Ilopsnka npoBeaeHus
Knaccupukaruu  MHOOPMAIIMOHHBIX CHUCTEM TEPCOHANBHBIX JIAHHBIX» COBMECTHO
®denepanbHO CIyX O0H MO TEXHMYECKOMY M IKCIOPTHOMY KOHTpouto, denepanbHon
cimyx00# 6e3onmacHoctu Poccuiickoit @enepanun 1 MUHHCTEPCTBOM HH(POPMAITMOHHBIX
TEXHOJIOTUM U CBA3U Poccutickon @enepanuu.

7. OOMeH mNepcoHANIbHBIMU JIAHHBIMU TP UX 00paboTKe B HHGOPMAIIMOHHBIX
CUCTEMaX OCYIIECTBIISIETCS MO KaHajaM CBsI3U, 3allIUTa KOTOPBIX 00ECHeYNBAETCS MyTEM
peanu3anuu COOTBETCTBYIOIIMX OPTaHM3AIMOHHBIX Mep U (WIM) MyTeM MPUMEHEHUs
TEXHUYECKUX CPEJICTB.

8. Pasmemenne wHOOPMAIIMOHHBIX CHUCTEM, CIENHAIbHOE OOOpYyIOBaHHE U
OXpaHa TIOMEIEHWH, B KOTOPBIX BemeTcs paboTa C TEPCOHATIBHBIMU JAHHBIMH,
opraHuzanus pexuMa obecredeHus O0e30MacHOCTH B JITHUX TIOMEIICHUSX JTOJKHBI
oOecreuynBaTh COXPAaHHOCTh HOCHUTENIEH IMEepCOHANBHBIX JAaHHBIX M CPEACTB 3alIUThI
uHGOpPMAIINH, a TaKXKE HCKIIOYaTh BO3MOXKHOCTh HEKOHTPOJIHUPYEMOTO MPOHWKHOBEHUS
WM MPeOBIBaHUS B ATUX MOMEMICHUSIX MMOCTOPOHHUX JIHUII.

9. besomacHoCcTh  mMEepCOHANBHBIX  JAHHBIX MPH HUX  00paboTKe B
WH()OPMAITMOHHON CHCTEME O0ECIEYHMBAIOT CICIHMAIUCTHI aMHUHUCTPAIMA — WJIU JIUIIO,
KOTOPOMY Ha OCHOBaHHWH JIOTOBOpa CHEIUAIUCTBHI MOPYYArOT 00pabOTKy MEpCOHATBHBIX
TAHHBIX (manee - YIOJIHOMOYEHHOE JIMLIO).

CyliecTBEeHHBIM YCJIOBHEM JIOTOBOpaA SIBISETCS OOS3aHHOCTH YMOJHOMOYEHHOTO JIMIIA
oOecreunTh KOHPUACHIIMATLHOCTh MEPCOHANBHBIX JIAHHBIX H WX 0€30MacHOCTh TMpH
00paboTke B HHGOPMAIMOHHON CHCTEME.

10. Ilpu 0O6paboTKe MePCOHANBHBIX TaHHBIX B MH(OOPMAITMOHHON CUCTEME JTOJIKHO
OBITH 00ECIIEUEHO;

a) MPOBEJECHUE  MEPONPUATHI  HAMNpaBJIEHHBIX  HA  MPEJOTBpalllcHUE
HECAHKIIMOHUPOBAHHOTO JOCTYIA K NEPCOHATBHBIM JAHHBIM U (MJIM) Nepeaya ux Juiam,
HE UMEIOIIUM IpaBa I0CTyna K Takod uH(opMaiuy;

0) CBOEBpEMEHHOE OOHapyXeHHEe (PAaKTOPOB HECAHKIIMOHUPOBAHHOIO I0CTYIA K
Takoi uHpopmanuu;



B) HEJIOMYIICHUE BO3/ACHCTBUS HA TEXHUYECKUE CPEICTBA aBTOMATU3HMPOBAHHOMN
00pabOTKH MEPCOHAIBHBIX JTAHHBIX, B PE3yJbTaTe€ KOTOPOTO MOKET OBITh HApyLIEHO HX
(YyHKUIMOHUPOBAHMUE;

I) BO3MOXHOCTh  HE3aMEJIUTEILHOTO BOCCTAHOBJIEHUS MEPCOHAIBHBIX JaHHBIX,
MOJU(DUIIMIPOBAHHBIX WM YHUUYTOXKEHHBIX BCIEICTBUE HECAHKIIMOHUPOBAHHOIO JOCTYIa
K HUAM;

J)IOCTOSIHHBIA  KOHTPOJIb OO€CleUeHnus YPOBHS 3allMIIEHHOCTH MEePCOHAIbHBIX
JTAHHBIX.

11.MeponpusTtusi M0 0OecneueHrn0 0e30MacCHOCTH MEePCOHANBHBIX JAHHBIX MPU UX
00paboTke B HHGOPMAIIMOHHBIX CUCTEMAaX BKIIFOYAET B ceO0s:

a) ompenelieHHe yrpo3 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX MpPU UX 00paboTKe,
(dopMHpoOBaHUE HA X OCHOBE YaCTHOM MOJIENU yIpo3;

0)pa3paboOTKy Ha OCHOBE YACTHOW MOJENU YrpO3 CHUCTEMbI 3aLIUThl NEPCOHATBHBIX
JaHHBIX, o0ecreynBarolell HeHTPATU3AIUIO MTPEANOIaraéMblX Yrpo3 ¢ HUCHOJIb30BaHUEM
METOJOB M CHOCOOOB 3alllUThl TEPCOHAJIBHBIX JIAHHBIX, MPETYCMOTPEHHBIX IS
COOTBETCTBYIOIIETO KJlacca UH(POPMAIIMOHHBIX CUCTEM;

B) NPOBEPKY TOTOBHOCTH CPEJCTB 3alUThl MHPOPMAIMM K HMCIOJIb30BAHHUIO C
COCTaBJICHUEM 3aKJIIOYEHUSI O BO3MOKHOCTHU UX AKCILTyaTaIuu);

I)yCTAaHOBKY ¥ BBOJ B OKCIUIyaTallMI0O CPEJICTB 3alluThl HWHGOpPMAIUU B
COOTBETCTBHHM C IKCILTyaTAlIMOHHO-TEXHUYECKOU TOKyMEHTAIUEH;

n) oOydeHHe JHI, HCIOIB3YIOIIUX cpeAcTBa  3amuThl  WHGOpPMAIIUH,
AKCIUTyaTallMOHHON M TEXHUYECKOW MOKYMEHTAllMd K HHUM, HOCUTEJIEeH MepCcOoHaIbHBIX
JTAHHBIX;

€) ydYeT MNPUMEHSEMBIX CpPEJCTB 3allUThl HH(OpPMAIUHU, SKCIUTyaTallMOHHOW U
TEXHUUYECKOU JTOKYMEHTAIIUU K HUM, HOCUTEJIEH MepCOHAIbHBIX TAHHBIX;

) y4eT JIMl, JONYHIEHHbIX K paboTe ¢ TMepCOHAIbHBIMU JAHHBIMH B
MH(GOPMAIIMOHHON CUCTEME;

3)KOHTPOJIb COOJIIOJICHUS YCJIOBHI HMCIOJB30BaHUS CPEICTB 3allUThl MH(MOpMAIUH,
MPEYCMOTPEHHBIX IKCITYaTAIMOHHON U TEXHUYECKON JOKYMEHTALUEM;

1) pa3OMpaTebCTBO U COCTABJICHUE 3aKIIOYEHUN 10 (pakTaM HECOOIOICHUS YCIOBUI
XpaHEHUS HOCUTENEeH TNEepCOHATBHBIX JAaHHBIX, MCIOJb30BAHUE CPEJICTB 3aIHUThI
uHbOpMAIMK, KOTOpPblE MOTYT TPHBECTH K HAPYUICHUIO KOH(PHUACHIIMAIbHOCTU
MIEPCOHANBHBIX JTAHHBIX WU APYTHUM HApYHICHUSM, MPUBOJSAIIUM K CHIDKCHHIO YPOBHS
3aMIMIICHHOCTH  TMEPCOHANBHBIX  JaHHBIX, pa3pabOTKy U TNPUHATHE Mep IO
MPEIOTBPAIICHUIO BO3MOXHBIX OTMIACHBIX TOCIECTBUIN TTOI00HBIX HAPYIIICHUH;

K)OTIMCaHUE CUCTEMbI 3aIIUThHI IEPCOHATBHBIX TAHHBIX.

12. Jlnst pa3paboTKu U OCYIIECTBICHHS] MEPOMPHUATHI MO 00ecredeHn o 6e30macHOCTH
MEPCOHANBHBIX JAaHHBIX TpH HuX 00paboTke B HWHPOPMAIMOHHON CHCTEME MOXKET
Ha3HA4YaThCs JIOJDKHOCTHOE JIMIO, OTBETCTBEHHOE 3a o0ecmedeHrne Oe30MacHOCTH
MEPCOHAILHBIX TAHHBIX.

13.JIutta, mocTym KOTOPBIX K TEPCOHAIBHBIM JIaHHBIM, OOpaldaThIBAEMBIM B
WHOOPMAITMOHHONW CHCTEME, HEOOXOIUM [IJIsi BBITIOJHEHUS CIY)KEOHBIX(TPYIOBBIX)
00sI3aHHOCTEHW,  JIOMYCKAIOTCS K COOTBETCTBYIOLIMM TIEPCOHAIbHBIM  JIaHHBIM Ha
OCHOBAaHHWH CIMCKA, YTBEPXKJACHHOTO TJABOM aJAMUHHUCTPAllMA MYHHUIIUTIATHEHOTO
00pa3oBaHUsI.

14. TIpu oOHapyKeHUU HAPYIICHUHN MOpsJIKa MPEOCTABICHUS IEPCOHAIBHBIX JIAHHBIX
CIEUUANIMCTBl HE3aMEIJIMTEIbHO MPUOCTAHABIUBAIOT MPEIOCTABICHUE MEPCOHATBHBIX



JAHHBIX MOJIH30BATENSIM HH()OPMALITMOHHOM CUCTEMBI AJI BBISIBICHUS IPUYMH HapyLIECHUS
Y yCTpaHEHUs ITUX MPUYMH.

15.Peanu3zanuss TpeOoBaHuMi 10 oOOecriedeHHIo O€30MacHOCTH MHPOPMALMHU B
CpelICTBAX 3alUThl HH(POPMALIMU BO3JIAraeTcsl Ha UX Pa3pabOTUHKOB.

16.Pe3ynbTarhl OIIEHKM COOTBETCTBUM M (WJIM) TEMATHYECKUX MCCIETOBAHUM CPENICTB
3alUThl HMHPOPMALIUK BO3JIAraeTcsl Ha UX pa3padOTYUKOB.

18. K cpenctBam 3amuThl uHOpMalMM, TpeAHA3HAYCHUEM [Jii OOecreueHus
0€30MacHOCTH TEPCOHAIBHBIX JTAHHBIX npu ux o0paboTke B HMHPOPMALMOHHBIX
cUCTeMax, IPUJIAraloTcs MpaBWiia MOJIb30BAHUSA ATUMH CPEACTBAMH, COIVIACOBAHHBIE  C
®denepanbHON CIIy:KO0M MO TEXHUYECKOMY M IKCIOPTHOMY KOHTposto u denepanbHOU
ciyx060i 6e3onacHoctu Poccuiickoit denepanuu B mpeiesiax ux MoJHOMOYHUH.

BepHo:
[ 1aBHBIN crienMAINCT H.II.®dumunnooBa



